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About this document

This document describes
1. How to use MultiOne WorkFlow API using Postman.
2. The API (Application Programming Interface) calls for the generation of
feature files.
3. Example syntax for all driver features useful for configuration.

Scope and Purpose

MultiOne Workflow API features and use of REST APIs with Postman application that
supports your automation system.

Intended Audience

This document is intended for software experts and developers of the OEM who are
involved to the fullest in the integration of MultiOne WorkFlow APl in the automation
systems.

For access, contact multione@signify.com (or) regional Key Account Managers.

Privacy notes and Terms Agreement

For the privacy notes for MultiOne Workflow APl visit our site:
https://www.signify.com/global/privacy/legal-information/privacy-notice
The term of conditions for these tools can be found on:
https://www.signify.com/global/terms-of-use
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Introduction

Multione Workflow APl is a server application which can write the content of a device
configuration-file into a Signify driver. MultiOne Workflow APl is intended to be
integrated into the production facility of the luminaire builders. Access to the tool is
arranged via REST API.

MultiOne Worklow APl is the replacement of the MultiOne Workflow 3.xx command line
interface.

The minimum system requirements for using MultiOne Workflow APl server are:
e PC or laptop with Microsoft Windows 10 or 11
e One free USB 2.0 port for use of SimpleSet Interface
e Atleast 45MB of free disk space
e Workflow Service installation
e Microsoft .Net Framework 4.8

All the supporting documents for MultiOne Workflow APl can be found on Global OEM
tools portal/My Technology Portal.
Links : Login | Tools (signify.com) (or) Login | My Technology Portal EMEA (signify.com)



https://support.microsoft.com/en-us/topic/microsoft-net-framework-4-8-offline-installer-for-windows-9d23f658-3b97-68ab-d013-aa3c3e7495e0
https://www.tools.mytechnology.portal.signify.com/login.html?mgnlReturnTo=https%3A%2F%2Fwww.tools.mytechnology.portal.signify.com%2F
https://www.emea.mytechnology.portal.signify.com/login.html?mgnlReturnTo=https%3A%2F%2Fwww.emea.mytechnology.portal.signify.com%2F

API Calls for MultiOne Workflow API

Functions

Get Server
Status

Get connect
NFC reader(s)

Get scanned
device(s)

Set active
features
configuration

Delete Active
features
configuration

Write features
configuration
to the device

Write features
configuration
to the device
(direct
configuration)

To Check if MultiOne Workflow
API server working as
expected.

To retrieve the ID of the NFC
readers.

To get the details on a
scanned device

To upload feature
configuration to MultiOne API
server

To delete the active features
configuration

To write active features
configuration to the scanned
device.

To write active features
configuration and direct
configuration data to the
scanned device

Production:
{{url}} - http://localhost:2023

API call

{{url}}/mowfapi/server/vi/status

{{url}}/mowfapi/peripheral/v1/types

{{url}}/mowfapi/peripheral/v1/{{peripheralld}}/devices

{{url}}/mowfapi/device/v1/features/configuration

{{url}}/mowfapi/device/v1/features/configuration

{{url}}/mowfapi/device/v1/{{peripheralld}}/features

{{url}}/mowfapi/device/v1/{{peripheralld}}/features

Request for the API calls for MultiOne Workflow APl are done in the following ways:

POST: To authorize, to initiate configuration and configuration of features
GET: To get the software version, list of device features and content of the
feature file from MultiOne Workflow API

There are many API testing platforms and one of the most common applications is
Postman. This tool can be used for making API calls and in this document, the examples
are provided using this tool.



How to generate Device Configuration File (DCF)

Different from our Ul softwares (MultiOne Engineering, MultiOne Worklfow),
MultiOne Workflow APl will use DCF files to program the drivers instead of feature
files. To get DCF file users should implement below API call to their MultiOne
Cloud.

Functions API call

Get device To get device configuration file | (ryr(}}/feature/api/vi/configuration/{{configurationld}}/device-

configuration i MultiOne Cloud configuration-file
file

Production:
{{url}} - https://api.multione.signify.com/

GET v {{url} /feature/api/vifconfiguration/ {{configurationld}} /device-configuration-file m

Params Authorization Headers (8) Body Scripts Settings Cookies
0O none form-data -www-form-urlencoded raw binary GraphQL
3ody Cookies Headers (18) Test Results D] 200 OK 1188 ms - 124 KB -ﬁ' Save Response oeo
Pretty Raw Preview Visualize JSON v = & o Q
2 “deviceName": "Xitani @6k 0.25-0.7A 220V TD16 238V",

3 "devicel2nc": "9
4 "deviceSwVersion":
“interface": “NFC",

1,

"iv": "IgWcESLSIXVEmdob7+s8fA=="
“properties”: [

g i
9 ‘memoryBankId": "114-8" —
10 “ciphertext”: "GrPav loZa@vv2tBrpISl/4NcEidiPcBLSASY/ ze6GEYzFV6e3fwdreldnzg5TA41CY050tshdp+inEs@Q=="
11 T
12 1
13 "owp"t I
14 ‘ciphertext": "7q%al@dUmc2iYuEUGiiBPe SESET64208VsKIcTl+bIREITQ7rLyk]1I{10L3]KBEUFA1nHCE/ ADy@nchgniEa==
15

The above figure shows an example of generated content for a device
configuration file from Postman platform. The content can then be saved by
clicking ‘Save Response’. It must be saved in ‘json’ file format to be compatible
with MultiOne Worklfow API.

Please note that configuration files are not stored in Signify Database.

®ignify


https://api.multione.signify.com/

Get Server Status

This call can be used to check whether MultiOne Workflow APl server is working has

expected.
After installation or update of the application, it is advised to execute this command.

Functions API call

Get Server To Check if MultiOne Workflow
Status APl server working as
expected.

{{url}}/mowfapi/server/vi/status

Status Codes:
e 200-0OK
e 400 - Bad Request

Response:

{
"serverName": "MOWFAPI",
"serverSwVersion": "4.0.0",
"serverSwLifecycle": "Released",

"serverStatus": "Active"



Get Connected NFC Reader(s)

This call is required to retrieve the “peripheralld” of the connected NFC reader.
The “peripheralld” is required to execute the actual configuration of a device.

NFC reader types supported:
. LCN9610
LCN9620
LCN9630
LCN9640

Functions

Get connect To retrieve the ID of the NFC
NFC reader(s) readers.

Status Codes:
e 200-0OK
e 400 - Bad request
e 404 - Resource not found

API call

{{url}}/mowfapi/peripheral/v1/types

Response:
[
{
"peripheralType": "LCN9620",
"peripheralId": "1813B107",

"peripheralInterface": "NFC"



Get Scanned Devices

This call can be used to get details on a scanned device. The “peripheralld” is the ID of

the connected NFC reader.

Functions

Get scanned

device(s)

scanned device

Status Codes:

API call

To get the details on a

{{url}}/mowfapi/peripheral/v1/{{peripheralld}}/devices

e 200-0OK

e 400 - Bad request

e 404 - Resource not found

e 409 - Conflict

e 412 - Precondition failed
Response:

[

"deviceNfcId": "EO024CAAD8C3495D",
"deviceMetadata": {
"deviceName": "Xitanium 100W 0.25-0.7A 220V TDle6 230V",

"devicel2nc": "929001547306",
"deviceSwVersion": "2.1"

by

"deviceOwpStatus": "Disabled"

®ignify



Set Active Features Configuration

This call is required to upload the features configuration to the MultiOne API server.
The active features configuration will be written to all scanned devices.

Functions API call

Set active To upload feature
features configuration to MultiOne API
configuration server

{{url}}/mowfapi/device/v1/features/configuration

Status Codes:
e 204 - No content
e 400 - Bad request
e 415 - Unsupported Media Type

Response:

{
"status": "204",
"message": "No content",

"description": "No content"



Delete Active Features Configuration

This call is to delete the active features configuration.

Functions API call

Delete Active To delete the active features
features configuration {{url}}/mowfapi/device/v1/features/configuration

configuration

Request:
Delete

Status Codes:
e 204 - No content
e 304 - Not modified
e 400 - Bad request

Response:

{
"status": "204",
"message": "No content",

"description": "No content"



Write Feature Configurations to the Device

This call is required to write the active features configuration to the scanned device.
The call will execute the following actions:

. Connect to the NFC reader using the specified “peripheralld”
. Scan for a Signify driver which matches the device name, device 12NC and device
SW version as specified in the device-configuration-file
. Write the device-configuration-file payload into the device
Functions API call

Write features  To write active features
configuration configuration to the scanned {{url}}/mowfapi/device/v1/{{peripheralld}}/features
to the device device.

Request:
PUT

Status Codes:
e 200-0OK
e 304 - Not modified
e 400 - Bad request
401 - Access denied
403 - Forbidden
404 - Resource not found
409 - Conflict
412 - Precondition failed

Response:
{
"status": "200",
"message": "Ok",
"description": "Request succeeded",
"details": [
{
"deviceNfcId": "EO0024CAAD8C3495D",

"deviceMetadata": {
"deviceName": "Xitanium 100W 0.25-0.7A 220V TDleo 230V",
"devicel2nc": "929001547306",
"deviceSwVersion": "2.1"

b

"featuresConfiguration": [

{
"featureName": "AOC",

"featureParameters": [....



Write Feature Configurations to the Device (Direct Configuration)

This call is required to write the active features configuration and (optionally) “direct
configuration” data to the scanned device.

With “direct configuration” e.g., MB1 (DiiA 251) specific parameters can be updated next
to the feature parameters provided with the device-configuration-file payload.

The parameter change(s) will not be reflected in the response of this call.

The response will only reflect the feature set as part of the device-configuration-file.

Functions API call

Write features

configuration
to the device
(direct

To write active features
configuration and direct
configuration data to the
scanned device

{{url}}/mowfapi/device/v1/{{peripheralld}}/features

configuration)

Request:
PUT

Status Codes:
e 200-0OK
e 405 - Method not allowed

Response:
{
"status": "200",
"message": "Ok",
"description": "Request succeeded",
"details": [

{
"deviceNfcId": "EOO024CAAD8C3495D",
"deviceMetadata": {
"deviceName": "Xitanium 100W 0.25-0.7A 220V TDle6 230V",
"devicel2nc": "929001547306",
"deviceSwVersion": "2.1"
by
"featuresConfiguration": [
{
"featureName": "AOC",

"featureParameters": [....



Implementation

Not all APls described in this application note are required to enable writing to Signify
drivers using MultiOne Workflow API.

The following flow describes the minimum steps required to implement device
configuration.

Flow:

1. GET /mowfapi/peripheral/v1/types to retrieve the “peripheralld”

2. POST /mowfapi/device/v1/features/configuration to set the active feature
configuration

3. PUT /mowfapi/device/v1/{{peripheralld}}/features to configure the target device
4. Repeat step 3 until the full batch of target devices is programmed

NOTE: step 1 can be excluded if the “peripheralld” remains the same in the production
setup. It is mandatory to execute step 2 everytime, if the target device and/or the
preferred device-configuration-file payload has changed.

Limitations

e Configuration of feature OWP is not supported
e Configuration of OWP protected devices is not supported

Overview Status Codes

200/204 Operation executed successfully.

304 The operation did not change the actual data content.

400 The request was not recognized or supported.

401 The device is OWP protected.

403 The device is of a different type as specified in the device-
configuration-file.

404 The specified “peripheralld” not found or no device was
found.

405 The direct configuration payload has out of range data.

409 The device has data corruption.

412 No NFC scanner connected.

415 The presented payload is not of format JSON




